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3.3 anuaalidainiygsna (business continuity)
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Resumption of activities at acceptable
level within acceptable timeframe

Recovery Time Objective ‘

I Time at which impacts become unacceptable

Level of operations
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to and managing impacts acceptable
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3.4 AsuauIsANMUAaLdaInessAa (business
continuity management - BCM)
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Chart 5: Greatest risk of disruption

Respondents were asked which disruption would pose the greatest risk to their organisation.
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Chart 6: Other key risks of disruption

Respondents were asked to highlight secondary risks to their organisation.

33%

00000000
09000000000

Software failurs

11%

L}
9000000000

Power outage
]
bsi.

17%

0000000
0000000000

Hardware failure

10%

Information security breach

Copyright © 2014 BSI. All rights reserved. 09/04/2014

14%

2000
000000000

Communications failure

Human error

12%

Matural disaster

9%

Sewvice provider failure



Chart 7: Activation

Respondents were asked which incidents/issues triggered implementation of their organisation’s business
continuity plan.
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3.6 wWHuANAaLiiavnIvssA (business continuity
plan)
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fumaunisafinuaNucaLiiadniegsaa (business
continuity procedure procedure)
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fiunauni1sadiveiuaIuaaiiasn1ggsaa (business
continuity procedure procedure)

msmauauaonnuamﬁu (Emergency Response) : (Req 8.4.2)
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AseausuadtialiigsAasiivlaatinvaatilas (Continuity
Response) : (Req 8.4.4)
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ANsnaUsuadInan1IsnaunssAaau (Recovery response) : (Req 8.4.5)
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fiunauni1sadiveiuaIuaailasn1ggsaa (business
continuity procedure procedure)
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FEHL
(1) mLuuo'nuusa"musnﬁvlm"(usvmu1/|a\mnsﬂausuﬂnNaﬂsWMHMLﬂmﬁuﬁn
fFuusnsuasHfidnldduidafonuanialussassudu

(2) nFusnNiusnslatuszduilndenuszazainaiivua uthenisaiunis
NaUANTEUIUNITNINGIAA (Recovery)
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funaunisalfiveiuaucatiladniegsaa (business
continuity procedure procedure)
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8.1 ANTINIUNULATNANITAIUANNITANLLUNNS
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level within acceptable timeframe

MAO
Recovery Time Objective ‘ MTPD
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(,:H 2. Shortened disruption L&Y
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With business continuity

Resumption of activities at acceptable ‘

Level of operations

1 [
1. Mitigating, responding Minimum
to and managing impacts acceptable
level of
operations

Without business continuity

Time
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3.45 szagnanihuanalunisfluduanin (recovery time
objective - RTO)
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Resumption of activities at acceptable
level within acceptable timeframe

Recovery Time Objective ‘

Time at which impacts be@ome unacceptable
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With business continuity
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1. Mitigating, responding Minimum
to and managing impacts acceptable
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operations
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(minimum business continuity objective - MBCO)
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Resumption of activities at acceptable
level within acceptable timeframe

Recovery Time Objective ‘

Time at which impacts become unacceptable
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to and managing impacts acceptable
level of
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Yin'ly davauladitaa MAO / MTPD/ RTO/

MBCO
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BIA record for Acme Organization Ltd

Key Areas of
services/ impact (A—E
products see below)

Impact (1-5)

Maximum tolerable
period of disruption
(MTPD)

Recovery time
objective
(RTO)

Minimum service level
[minimum business
continuity objective
(MECO)]

OO = | | LA |l Pl |

[¥=]

10

A Effect on personnel safety
B System failure
C Public confidence and reputation

D Failure to comply with legal and regulatory requirements
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Chart 5: Greatest risk of disruption

Respondents were asked which disruption would pose the greatest risk to their organisation.
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Chart 6: Other key risks of disruption

Respondents were asked to highlight secondary risks to their organisation.
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Chart 7: Activation

Respondents were asked which incidents/issues triggered implementation of their organisation’s business
continuity plan.
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4.1 anutanN1avAnNILazUsUNUIAIANT
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Agency name:

|sample Agency

Maximum Acceptable Outa

| Division

| Department

I Activity

1day | 3 days | 5 days [10 days

e
f[!eferred

Business Services

Lic=nsing Centre

Provide specialist advice

-

Process applications and renewals

Compliance monitoring

Business Advisory

Provide advocacy senvices

Provide referral services - overseas markets

Provide refermed semvices - domestic markeis

Event Managemsent

Conduct market research

Development and organise events

Conduct public workshops

Palicy and
Flanning

Policy Plamning

Planning, forecasting and data analysis

Folicy development and managsment

*,

Compliance

Monitor programme compliance

*,

Corporate Senices

Human Resources

Prowvide recruitment services

Orversee O5H compliance

Administer staff entitlerments and payroll

Manage training and developrment

L B Y

Imformation Technology

Run data centre operations

Develop and maintain business applications systems

Provide users helpdesk support

Finance & Administration

Manage budgeting and reporting processes

Perfiorm financial accounting functions

Manage building services and maintenance

Manage goods and services procurement

COffice of the CEO

Manage corporate communications and public relations

Manage State and Commonwealth relationships

bsi.
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Expectations of interested parties

Interested T F; I Durl P Ranking

party nder norma uring a (high/med/low)
circumstances disruption

Date of assessment Signed off by
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AusaLiamegsie
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TngUsvan

AMZATTUNTUTUITAIUAD Lﬁmﬂ"ﬁqiﬁﬂ (Business Continuity Management Cormnmittee: BCM
Committee)
. ﬁwuﬂuiﬂmEln“rs‘u%'uﬁﬁ':nmial,ﬂaqmqqﬁﬁﬁ] (BCM Policy) tinauanaginnisiansaneysia
" AU QUA LATAIUANNTTANTUATT ﬂﬂﬁmiﬂ':nmimﬂaw'ﬂﬁ“iﬁﬁ] (Business  Continuity
Management: BCM) Tiulummamlauiediimunly
" “Lﬁm"mLﬁwau"luﬁ'mumEmLﬁlﬁm‘j‘lﬁ“ﬂﬂﬂm’fmﬁaamqq?ﬁ% N1338YNITUVIUAT/NANTIN
VEn miri'wumsElsna’u,ﬂwmﬂ“luﬂwﬁuﬁ nsAuenagnsdmivsesiunsaniiunueens
faiio
" FRSANVUMIUNTIATIYIHANTENUNIGINA (Business Impact Analysis: BIA) wagansuseLiiv
Amdea (Risk Assessment: RA)
= Tiauwiureulunsiaszinansgnuniegsia (Business Impact Analysis: BIA) nsuUszidiu
Ades Risk Assessment: RA) LLaxLLmuﬂﬂuﬁiaLﬁﬂqwmiﬁﬁ] (Business Continuity Plan:

BCP)
@




[-] r -} s -] r— =y " [] dI.
ARVTHIUIAN LA USTDITUNTIATUUD SN d1aRalUad (BCP Team)
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Hufivinw ThAuuit wazdrsmdslunisieviiununinudaiiom 1455713 (Business
Continuity Plan: BCP)
Usganusudumbeaundniiliuinisdunisdamuasliuvinisnszualit  wagwiisau
atuayu Tun1siniseadinsginansgnunnegsia (Business Impact Analysis report: BIA
report) 'ﬁﬂm"luﬂﬁﬂ‘isuﬁum’lmﬁ'ﬂﬂ (Risk Assessment report: RA report) LLEELLNHFI']"IlJﬁ'iEILﬂﬂﬂ
14933719 (Business Continuity Plan: BCP)
Usganusmudumbeaundniiliuinisdunisdamuaslivinisnszuali  wazwiisau
GIRTE 'lumwumumummﬁiaLﬂaqmaq‘iﬁﬂ (Business Continuity Plan: BCP)
ANTUNTTINAUNRLILIIUANGE ”Lunﬁﬂﬂaauumum'mﬁmﬁawuqﬁﬁﬂ (Business  Continuity
Flan: BCF)

FI8UMNTAIAVINTIBNUIATILINANTENUNGIAD (Business Impact  Analysis report:  BIA
report) ﬁﬂﬂa"luﬂﬁ‘l_l‘isuﬁum’lmﬁ'm (Risk Assessment report: RA report) uﬁﬁLmuﬁﬁﬁuﬁiaLﬂaﬂ
y1355A7 (Business Continuity Plan: BCP) TWanignssunisuimsanusaiilomisgsia (BOM
Committee) SUNS U
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mingaunaniiluinsdunsiavmuazliuinisnszualui

= suadumslunsdnyinssnunsiesginansgnun1assia (Business  Impact  Analysis
report: BIA report)

s ugudunslumsiavinseaunsysziiuainudsa (Risk Assessment report: RA report)

v Swdndiunslumsivusnagnsanuraiiiamagsia (Continuity Strategy)

v dmiusuauseiilanagsia (Business Continuity Plan: BCP) wagyuynulsivivasivaias

v Fuflunsveany guashe uHuAAFBLIaIMNAgIAY (Business Continuity Plan: BCP)

v Uszyndniususunusaiiamagsia (Business Continuity Plan: BCP) Tiiwtinamumsty

v AvusdUszanunuvesihssy Weviithilduguszauanuiuauginnudeiuausasiuns
Andlugsiveduraides BCP  Team) lumsdnfiuanusnuasuimsausaiiiamagsis

(Business Continuity Management: BCM)
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wingEluaY (Support Unit : SU)
= suniiunslunsieseginansgmuniagsia (Business Impact Analysis: BIA)
srusiunslunisusadiunnudes (Risk Assessment: RA)
v Suddunsivusnagninusaidamnagsia (Continuity Strategy)
v Sudavinueumseidnmegsia (Business Continuity Plan: BCP) uagnumauuau-liviueadie
BELEUD

v dmiuagnuniueIAsIesiuseantsslugsineddaiiasludiuiivinesuieadas I
Vivadeotiae

v SumedBULHUATARDITEINAgIAY (Business Continity Plan: BCP)

v Usgmduiususuen s aliiaimisgina (Business Continuity Plan: BCP) uwaganAsn13snsiusas
msdugsasdhaaiadluduimbsnuiedadminmums

v AvuedUszanunuraihey Wevivthilduguszaunuiuauginaudaviususasiunis

suflugsivedisdaides (BCP  Team) Tumisaifiuauduansuimsainuseiiaamngsia

(Business Continuity Management: BCM)

Timstemdaaiuauuausuane Welmiulumuulsunsuasuniidmualy
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Usziluaniunisal Anaidenis warlsellunansgnuaIuaIgeg Wl A1uyAaIng Fuanui
AMUSLUUENTAUNA TITNaNTENURRNIALTIUGINT
finsannisuszgmald/efnnsliuimmusoiiomisgsia (Business Continuity Plan: BCP)
d3nns mual wagAnmunansadunumiienuaeg iuluaausuinvueld
finrsannsaues uaznslidouatnans dewtnetu dearsunany gné waryanansueni
Hendaavioun

ausiRsUUsHInua Yy disldlumsuimsianisnnginganihntu
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4q. HIEI‘U"IEIFI"I'E‘IJ'E‘I-'I"I'EFI'TIEIHEILﬂﬂﬂ‘l’l’lﬁij'ﬁﬂﬂ

welinmsudmsanumeiionngsia annsaussatanlszasd Jadmusliiulouismsidmsen
saioanagsia wiaudwusliimanumuiiusedmat fil

1. delwdnszuiunslunisiifuguanisuinsanusaiiomgsfisatwatiiowemiiaue Taodas
Anvuaiiuaedneaidnys

2. Faliiinsmounsdoya asdenuiiAndastunsuimsmusaiiomiassia Tiudysains
183 Aol Weadiennd mnudile waseumszwin TiiRwenduiulasaudfyvaansuinseny
sorlaaagsin Wusedmnd

3. dnlilnaenssunis doimihiisuiiaveulaensslunsmuauuasifuguanisuiniseiy
sollamagsfio

4. delvileznssuns  deiwmihiuiaveulaensdunsmumumsieseinansynunnigsie
(Business Impact Analysis: BIA) wazn5uUssiiunudes (Risk Assessment: RA) Tnefiansanfatiadusingg
fasuavlitianudniulumsiavissnunsiesginansenumagsna (Business  Impact  Analysis
report: BIA report) kaz/v3asBaunnsussiiurnandns (Risk Assessment report: RA report) Tyitflu
Uszdmnt

5. Willparvianu deihminisuiiareulauasaiuguinats ovssanunulumsdaiseaunns
ﬁlﬁ'ﬁ'}zﬁnaﬂixﬂuﬂwqﬁﬁﬂ (Business Impact Analysis report: BIA report) enuMTUIEIIAIED
(Risk Assessment report: RA report) uaamumm-&‘imﬁ‘am%qﬁ% (Business Continuity Plan: BCP)
AATUNUIBTURY

6. Timhsaumdniilidnsiunsiamuariiudnisnssualwiuasminonuativayy el
uAaINIsUlRraulaonsd wWsfuauslumuniukas I e U sie e iRan sEnunN 19851
(Business Impact Analysis report: BIA report) eunsUsEiuAED (Risk Assessment report: RA
report) uarusAIABLIEMG3AY (Business Continuity Plan: BCP) AaanIunsinwEuu1nsmssesiy
masnuilugsivatsatiadmiuusasmheany
7. delitmsnaseumsuewsaLiom igsia (Business Continuity Plan: BCP) tevnaaauaiy
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High Level Structure

DO CHECK ACT
4 Context of the | o . N . N N ; 9 Performance 10
organization CIELlE g|  CHETIG | I g | P and Evaluation Improvement
gfn ;j;erstandmg Management Actions to Operations of nggjrne?g’ent Nonconformity
—> organization —> commitment —>{ address risk . —>  Resources —>( planning and el et —> and corrective
. and opportunity control " action
and its context evaluation
SIPBENS @ BIA and risk Continual
—> interested —>{  BC policy —> BC objectives —> Competence —> assessment Internal audit —> improvement
parties
Legal and RS, Management
—> 9 —>| responsibilities —>  Awareness —>  BC strategy nag
regulatory " review
and authorities
Scope of Establish and
—>{ management —>| Communication —> implement BC
system procedures
> BCMS Documented —> tExetl_’usmg e
—>| information esting

bsi.
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pgsraiiadlusraznaiivngay dofamansalivnfsuussivinlinsdiiunumgassin

2) dielwamnsadiinnansevu wiearudomelugiusing IﬁLﬁﬂﬁﬂﬂﬁﬂﬂmﬂmﬂﬂﬁiﬂﬂﬂﬂﬁ
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Resumption of activities at acceptable
level within acceptable timeframe

Recovery Time Objective ‘

‘ Time at which impacts become unacceptable |
/ {e  2.Shortened disruption
With business continuity
1T
1. Mit g, responding
to an aging impacts

Level of operations

Minimum
acceptable
level of
operations

Without business continuity

Time
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High Level Structure

PLAN DO CHECK ACT
4 Context of the | o . N . N N ; 9 Performance 10
organization CIELlE g|  CHETIG | I g | P and Evaluation Improvement
gfn ;j;erstandmg Management Actions to Operations of nggjrne?g’ent Nonconformity
—> organization —> commitment —>{ address risk . —>  Resources —>( planning and el et —> and corrective
. and opportunity control " action
and its context evaluation
SEERINES O BIA and risk Continual
—> interested —>{  BC policy —> BC objectives —> Competence —> assessment Internal audit —> improvement
parties
Legal and RS, Management
—> 9 —>| responsibilities —>  Awareness —>  BC strategy nag
regulatory " review
and authorities
Scope of Establish and
—>{ management —>| Communication —> implement BC
system procedures
> BCMS Documented —> tExetl_’usmg e
—>| information esting
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gfn ;j;erstandmg Management Actions to Operations of nggjrne?g’ent Nonconformity
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. and opportunity control " action
and its context evaluation
SEERINES O BIA and risk Continual
—> interested —>{  BC policy —> BC objectives —> Competence —> assessment Internal audit —> improvement
parties
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Yin'ly davauladitaa MAO / MTPD/ RTO/

MBCO

8.1 ms'nouwuuazmsn'mﬂ,umsﬁhl,ﬁum's
avAnsEaIRaITR MN9uKY 1 1UU§E wazmuauasziunsAsdudaliiuldeny

AaANKUA LagAITAILTIUNITANNE 6.1 Tat

n) AQVIAULIAIUANRIUSUNTZUIUNTTLLANITU
2) auanaszuIuATaITulvtiuldeuinausinladdiiua’ly
A) FatAutanRTRTRUNANALEAIINTNITAILANATLUIUATONUULNUN AT UA 1T

BIA record for Acme Organization Ltd

Key Areas of
services/ impact (A—E
products see below)

Impact (1-5)

Maximum tolerable
period of disruption
(MTPD)

Recovery time
objective
(RTO)

Minimum service level
[minimum business
continuity objective
(MECO]]

[0 I = T - RR I O ]

w

10

A Effect on personnel safety
B System failure
C Public confidence and reputation

D Failure to comply with legal and regulatory requirements

L]
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8.2.2 MSILATITUHNANTLNUNIIGIAA
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Form A - BIA

ANYTOWN COUNCIL — BUSINESS CONTINUITY MANAGEMENT
BUSINESS IMPACT ANALYSIS

FUORM A

List in order of priority the directorate key services and the implications in the long and short term if they were disrupted. Where
possible identify any significant cost implications.

T L) =) | S SeCtiON /SEIVICE e e vr e e aenas
Priority Key Service Statutory Impact / Implications (e.g. stakeholders / vulnerable groups)
Yes/No
1, to be restored
within
0-24 hours

2, to be restored
within 3
days

3, to be restored
within 14 days

ua l . Copyright © 2014 BSI. All rights reserved. 09/04/2014 w




8.2.2 MILATITUNANTLNUNIIGIAA

Vulnerability Analysis Chart

Type of |[Probability| Human | Property | Business | Internal External Total
Emergency Impact Impact Impact |[Resources|Resources| Points
Examples High Low Strong Weak

5 &= 1 5 &= 1
Fire 3 5 5 5 5 4 26
Severe 5 5 5 4 3 3 25
Weather
Utility 5 2 1 3 4 2 18
Outage

bsi.
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8.2.2 MILATITUNANTLNUNIIGIAA

By Department Survey
Form ?

bsi.
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e Evacuation plan

e Fire protection plan

e Safety and health
program

e Environmental policies
e Security procedures

e Insurance program

e Finance and
purchasing procedures

e Plant closing policy

e Employee manuals

e Hazardous materials
plan

e Process safety
assessment

e Risk management plan
e Capital improvement
program

e Mutual aid agreements




WIdaua ANNMIELRD NNAELUAN

« Community emergency
management office

e Mayor or Community

Administrator’s office

e Local Emergency Planning

Committee (LEPC)

e Fire Department

e Police Department

e Emergency Medical

Services organizations

e Red Cross

e Planning Commission

e Telephone Companies

e Electric Utilities

e Neighboring businesses

« National Weather Service
e Public Works Department




STUNIATFIU LAY NNTeLdaunaify

e Occupational safety and health regulations
e Environmental regulations

e Fire codes

e Safety codes

e Transportation regulations

e Zoning regulations

e Corporate policies

bsi.
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— What
types of emergencies
have already occurred
IN your community, at
your facility or at
other faclilities in the

area?

* Fires

e Severe weather

e Hazardous material
spills

* Biological incident
e Transportation
accidents

» Utility outages

e Earthquakes,
hurricanes, tornadoes
e Terrorism

— What
can happen as a result of
your facility's location?
Keep in mind:

Proximity to flood plains,
seismic faults and dams
e Proximity to companies
that produce, store, use
or transport hazardous
materials

e Proximity to nuclear
power plants

e Major transportation
routes and airports

— What
could result from a
process or system
failure? Possibilities
include:
 Fire, explosion,
hazardous materials
incident
e Safety system failure
e Telecommunications
failure
e Computer system
failure
e Power failure
e Heating/cooling system
failure
e Emergency notification
system failure




Useiiiunanna1unalIall

— What
emergencies could be
caused by employee error?
Are your employees trained
to work safely? Do they
know what to do in an
emergency?

e Human error is the single
largest cause of workplace
emergencies and can result
from:

e Poor training

e Poor maintenance

e Carelessness

e Misconduct

e Substance abuse
 Fatigue

— What types of
emergencies could result
from the design or
construction of your
facility? Does the physical
facility enhance safety?
Consider:

e The physical construction
of your facility

e Hazardous processes or
by-products

 Facilities for storing
combustibles

e Layout of equipment

e Lighting

Evacuation routes and exits
e Proximity of shelter area

— What
emergencies or hazards are
you regulated to deal with?
Analyze each potential
emergency from beginning
to end. Consider what could
happen as a result of:

e Prohibited access to the
facility

e Loss of electric power

e Communication lines down
e Ruptured gas mains

e Water damage

e Smoke damage

e Structural damage

e Air or waster
contamination

e Explosion

 Building collapse

e Trapped persons

e Chemical release
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Form B - Risk Assessment

ANYTOWN COUNCIL - BUSINESS CONTINUITY MANAGEMENT
RISK ANALYSIS (AGAINST 4 RISK SCENARIOS)

Form o

Department ... e Section/ServiCe ..o
DAMAGE/DENIAL LOSS/DAMAGE TO NON AVAILABILITY | LOSS [ DAMAGE TO
OF ACCESS TO IT SYSTEMS - DATA OF KEY STAFF OTHER
Key Services PREMISES RESOURCES
- [ T Rizk L T sk L T Risk T [ Fisk
Prlﬂrlty 1 u - 24 hourﬁ L'hood | Impact Sclusre L'hood Impact 5:;:re L'hood Impact Snlzre L'hood Impact 5£m

Other resources include office equipment, plant & machinery, fransport. partners, contractors, key suppliers, key products, utilities, efc.
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Form B - Risk Assessment

Form B
ANYTOWN COUNCIL — BUSINESS CONTINUITY MANAGEMENT
RISK ANALYSIS (AGAINST 4 RISK SCENARIOS)

Department ... nanen s Section [Service ...
DAMAGE/DENIAL | LOSS/DAMAGE TO | NON AVAILABILITY | LOSS/DAMAGE TO
OF ACCESS TO IT SYSTEMS - DATA OF KEY STAFF OTHER
Key Services PREMISES RESOURCES
F'I'Iﬂl'lty’ 2 — Restored within 3 days L'hl::-od Irr':ulact sFi'i:L L'htod Irnplnm ST::; L'hI;nd Implnact SJ.?L L'h:l;nd |m|:-ac: sm

Other resources include office equipment, plant & machinery, transport, partners, contractors, key suppliers, key products, utilities, efc.
Form B

DS l . Copyright © 2014 BSI. All rights reserved. 09/04/2014 @



Form B - Risk Assessment

ANYTOWN COUNCIL — BUSINESS CONTINUITY MANAGEMENT
RISK ANALYSIS (AGAINST 4 RISK SCENARIOS)

Department ..o e Section [ Service ...
DAMAGE/DENIAL LOSS/DAMAGE TO | NON AVAILABILITY | LOSS/DAMAGE TO
OF ACCESS TO IT SYSTEMS - DATA OF KEY STAFF OTHER
Key Services PREMISES RESOURCES
T ikl L 1 Risk L 1 Risk L 1 Risk L 1 Risk
Frlorlty 3 - REStorEd WIthln 14 days L'hood | Impact ScI:re L hood Impact St:IZre L'hood | Impact SoI:le L'hood Impact St;lzre

Other resources include office equipment, plant & machinery, fransport. partners, contractors, key suppliers, key products, utilities, efc.

DS l . Copyright © 2014 BSI. All rights reserved. 09/04/2014 @
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garun13ainds

- §oUTLEEWE w3a Lia1NsaLinde— e.g. industrial action / fire / flooding

e AMILRaVNEUAY sTuY 1T / syuuiilanase / @sawds / aanuds / daya —e.g. T
au / 15d

o lafininounian — e.g. tialsAszum |, Useving

e N LNANRALRAWIBINNINENNTEI — €.0. WRINauFE A |, 1y |, 10
Impact Matrix

Plan for
Continuity

Impact

Manage, Contain or
Transfer the Risk

Likelihood
. IKelinoo
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Very
significant

IMPACT

— Contain
Insignificant

—]
Rare LIKELIHOOD Highly
probable
5| g A
g :
E Terminate + Continuous focus by
or . lop management and
Contingency | the board
Plan :
................ LEE RN
D ¢
|
i Emphasis on controls
B ' (procedures/activities)
t
I
| =

0
bsi.

Likelihood

Copyright © 2014 BSI. All rights reserved. 09/04/2014

TeminateiConiingancy Plan Cortiuews foous by top managersontithe board

Emphasis on corrols
Monitor brocadumaladitas) Likelihood
Sample threats:
1. Plane hitting the computer centre

2. Failure of a high profile venture
3. Keying errors
4. Bad weather keeping staff from working




BRITISH STANDARD BS 31100:2011

Table A.1  Examples of risk management tools (including technigues)

Tool Risk identification  Risk analysis and Risk treatment and
evaluation decisions
Types of meeting/collaboration: - - b

Interviews, focus groups, scenario
analysis and planning, horizon
scanning, brainstorming, Delphi
technique, nominal group technique,
SWOT (strengths, weaknesses,
opportunities and threats) analysis, risk
questionnaires

For exploring and visualizing the -
context: stakeholder engagement

matrices, PESTLE (political, economic,

sociological, technological, legislation

and environment) analysis, Boston grid,

gap analysis, Pareto analysis

Structural guidance for risk analysis: b
risk checklists/prompt lists, project

profile model (PPM), risk breakdown

structure, risk taxonomy

Modelling styles: process mapping, b - b
flow charts, cause-and-effect diagrams,

hazard and operability study (HAZOPs),

failure mode effects analysis (FMEA),

fault and event tree modelling,

probability trees, critical path analysis

(CPA), cash flow analysis, portfolio

analysis



Data analysis: descriptive statistics,
model fitting

Model analysis methods and tools: risk
simulation (Meonte Carlo/Latin
Hypercube), sensitivity analysis, stress
testing

Risk recording and visualization
techniques and tools: heat maps, RAG
status reports, graphs of distributions,
bar chart/radar chart, risk mapping, risk
profiling, probability and consequence
grid, risk Indicators, risk
register/database

Decision bases: expected value, utility
theory, cost-benefit analysis

L]
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Risk mitigation measures for Acme Organization Ltd

Division/dept. Key product/service
Critical Risk Ranking Risk mitigation measures
activity/resource/dependency (H/M/L)

Date of assessment

Signed off by

Date to be reviewed

L]
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Form C

ANYTOMWN COUNCIL — BUSINESS CONTINUITY MANAGEMENT
TEMFLATE FOR ASSESSING RESOURCE REGUIREMENTS

.................... . Section) Servioe e

Resoure Feguired

1-24 hours

Within 3 days

Within 14 days

Achivities that support
Key Service

People and skills required

Computing and telecoms
required

Software applications
required

Information required

Hon ICT equipment
required

Accommodation required

[ Key suppliers [ pariners

i_ther dependencies

Cther comments




Step 1 : Step 2
Programme ! Risk & Business
Management Impact Analysis

i
1
I
i
'
'
1
i
I
H Business impact
: rating and
i quantification of
! Business outages (Maximum
' Impact Acceptable Outage.
i | Workshests [F MAD) for each
: barsiness ackvity
i
I
'
]
i
Busi
BCM ; Confimt
Policy ;
E Requirements
:
BCM Objectives. :
I
Plan Assumptions 1 iti
Requrements | whole agency, interdependencie
Roles and : listed by MAD 5 and resounces
Responsibiliies. 1 timeframes (people, IT
Governance ' systemns, facilities,
I and data) needed
' to support critical
! business actvities
i within the:
: required MAD
' timeframes

D Workshesks | working papers D Formal reports / documents

bsi.
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Step 3
Identify Response
Options
kdentification and
assessment of
options for each of
these areas that will
meet the busness
continuity
requirements
People
IT systems .
& netwark e
n 5 ing
Premises
& faciities
- Fhﬁpnnse options
Diata backup & ﬂ_'ﬂ costing for
offsie storage - IT systems and
networks
- premises and
facilities
- data backup and
oifsite storage:
= Recommendation on
most appropriate
= Implementation plan
»
—
Physical implemeniation of
approved response opon
09/04/2014

Step 4

Develop Response

Plans
= BCM process
= Critical barsiness.
= BC strategies and
requirements Emergency
= Response options Response
- Response plan Plan
- Training. testing and e
maintenance protocols
and requirements.
Crisis
BCM Plan
. Management
Chierview Ptan
_‘_‘_._._._,.r"'-'_
HR, efc
T
Finance
Operafions
Continuity and
Recovery
Responss

= Procedures for responding to
- fire
- bomb threat
- boss of power
- accadents, efc
= Evacuation procedures

= Crisis management team
» Rioles and responsibiliies
= Motification and escalation
= Commamications protocols
= Command centre

= Contact lists.

Teams Action Plans

= Team compaosition

= Team charter

= Critical barsiness activities
= BC strategies and
requirements

= BC actions checklists

- Assessment and notification
- Plan actvation

- Rietumn to normalcy
Contact lists

Resource requirements
System requirements
Vital records requirements

| IT backup systermns and disaster recovery faciities |

Business continuity backup site and facilities |

| Data backup and offsite storage facilities |

Step &
Train, Exercise
and Maintain

12-18 month
timetable of various

types of training, tests

and maintenance to
be camied out
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Defining RTO, RPO and MTPOD

_¥ Disaster

Copyrigh

ﬁ !
Step 3 :
1
1
Step 2 .
' 1
Business i
Resumption |>tep 1 :
i 1
i 1
' Last consistent backup | ! :
: T : p.
1 ! i .
1 ! i '
1, Period with data loss i : 1
i P Period in which applications are not available I !
! RPO % : - !
! ! RTO 1 !
1 Recavery Point ! e T ' .
‘ Obiective ! Recovery Time . I
: e ! Ohjective 1 !
: (in hours) 1 fin hours) . 1
1 L 1
: * >
1 1 MTPOD '
Maximum Tolerable I

Period O Down time

{inhours)

RTO
is the maximum | is defined as the length of
acceptable level of
data loss following
an unplanned

"avent’,

the business unit’s
operations are significantly
impaired.

MTPOD can be calculated on the following factors :

MTPOD

is defined as the “duration after which an
time that a business process  organization's viability will be irrevocably threatened
could be unavailable before  if product and service delivery cannot be resumed.”

> The maximum time period after the start of a disruption within which each activity needs to be resumed
> The maximum level at which at which each activity needs to be performed after resumption
> The length of time within which normal level of operation need to be resumed

Time
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Agency name:

|Sample Agency

Department

e

Business Services

Licensing Centra

Provide specialist advice

Process applications and renswals

Compliance monitoring

Business Advisory

Provide advocacy senvices

Provide refemal services - overseas markeis

Provide refemed services - domestic markets

Event Managemsent

Conduct market research

Development and organise evenis

Conduct public workshops

Paolicy and
Planmning

Policy Planning

Planming, forecasting and data analysis

Policy development and management

Compliance

Monitor programme compliance

Corporate Services

Humamn Resources

Provide recruitment serices

Crhversee O5H compliance

Adrrinister staff entitlernents and payrodl

Manage training and development

Information Technology

Fun data centre cperations

Develop and maintain business applications systenms

Provide users helpdesk suppaort

Finance & Admimistration

Manage budgeting and reporting processes

Perform financial accounting functions

Manage building senvices and maintenancs

Manage goods and senvices procurement

Office of the CEO

Manage corporate communications and public relations

Manage State and Commonwealth relationships




Division | Department:
Activity:

Business Senvices | Licensing Centre

Provide Specialist Advice

This analysis is to b= done for each activity in the Division / Department.

Assess the potential business impact on the Agency as a whole should this process [ activity suffer an cutage of
varying durations due 2 a major incident. Assume that all your normal day to day resources (such as computers
data, office faciities. and business records) are not available

Refer to the Business Impact Reference Table for definitions of the ratings.

Duration ﬂJ Impact Rating
outage | 1 [ FI EN | 4 | 3

1 Financial Loss
Could interruption of sarvices lead to financiall L day W
loss (such as révenues, inberest costs, 3 days -
penalties and extra oost of working)? mﬁ -

10 days v
2 Reputation & Image
Could Interruption of Services lead 1o 8 (o of] 1 day v
puldic confidence, negative publicity andfor 3 days -
damage the image and reputation af the =
college? 5 days

10 days v
3 Stakeholder Impact
Could imerruption of services suspand or 1 day v
restrict expectations of stakeholders? 3 days -

5 days '

10 days v
4 Regulatory/Statutory
Could interruption of services breach 1 day W
sEEtubes requlations? 3 days -

5 days v

10 days ¥
OVERALL RATING
Based on the above impacts, provide an 1 day v
overall impact rating for this process | % days
Btivity

& days ¥

10 days v
Comments - This department provides ad hoc sdvice 1o businesses on Spacialised sress related b  Maimum Accopabie
oenging such &% legislation and regulstions. Volume of enquires tend to be low on most deys. [ Cuitage [MAD)
Servioes are not evailable, the clients may obtain the information from other agencies

May be deferred >
10 days




Agency name:

|sample Agency

Maximum Acceptable Outa

| Division

| Department

I Activity

1day | 3 days | 5 days [10 days

e
f[!eferred

Business Services

Lic=nsing Centre

Provide specialist advice

-

Process applications and renewals

Compliance monitoring

Business Advisory

Provide advocacy senvices

Provide referral services - overseas markets

Provide refermed semvices - domestic markeis

Event Managemsent

Conduct market research

Development and organise events

Conduct public workshops

Palicy and
Flanning

Policy Plamning

Planning, forecasting and data analysis

Folicy development and managsment

*,

Compliance

Monitor programme compliance

*,

Corporate Senices

Human Resources

Prowvide recruitment services

Orversee O5H compliance

Administer staff entitlerments and payroll

Manage training and developrment

L B Y

Imformation Technology

Run data centre operations

Develop and maintain business applications systems

Provide users helpdesk support

Finance & Administration

Manage budgeting and reporting processes

Perfiorm financial accounting functions

Manage building services and maintenance

Manage goods and services procurement

COffice of the CEO

Manage corporate communications and public relations

Manage State and Commonwealth relationships

bsi.
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SL.

Financial Loss

MNone Less than 350,000 or

025% of operational

Less than 1 hour

Reputation & Image

Unsubstantiated. low
impact, low profile or no
news item.

Little impact

Up to 5% variation im KP|
or Objectives

Stakeholder impact

Inconvenience & delays
o individuals

First aid treatment $50,000 to $250,000 or
-15% of operational

budget

1 houwr to 1 day

Substantiated, low
impact, low news profile

Inconvenient delays

5% - 10% wariation in
KPPl or Objectives

Significant impacts on
noticeable impact on
averall service delivery

Minor and temporary
non-compliance with
regulatory requirements

Medical treatment
required

$250,000 to $3 million or
2% of operational budget]

1 day to 1 week
Loss of building or
waorkspace

Dielays in major
deliveries

10%-25% variation in
KP| or Objectives

Major impacts on
cignificant numbers of
individuals, resulting in

noticeable impact on
overall service delivery

Short-term non-
compliance with
significant regulatony
requirements

Death or extensive
injuries

53 million — $10 million
or 5% of cperational
budget

1 week to 1 month
Loss of building or
workspace

Substantiated, public
embarrassment, high
impact, high news value,
Third party actions

Mon achievement of
major deliverables

20%-50% variation im
KP| or Objectives

Major and long term
and overall delivery of
SEMVICes

Significant non-
compliance with essential
regulatory requirements

Multiple deaths or severs| More than 510 million or
permanent disabilities more tham 8% of
operational budget

Maore than 1 month
Loss of building or
waorkspace

Substantiated, public
embamrassment, very
high multiple impacts,
high widespread news
profile, Third party
actions

Non achievement of
major key corporate
objectives

Maore than 50% variation
in KP| or Objectives

Permanent or debilitating)
impact on individuals
and overall delivery of
Services

| Long-term or indefinite

non-compliance with

essential regulatory
requirements

Copyright © 2014 BSI. All rights reserved.
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MATNITUTADW

*CD /Tape/ DR / Daily/weekly/increment/full
*U3NANTARTIG

*5LEIEYITENINIROUT ManatAatTauminsangfu
5YaZIANTIS aIN5LN AV d AR
‘ANulaansaana

cHNWULIARDUTALAL COSt 77
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UIHSNITEIY aNAITRATUT

Figure 1 - Alternate Site Criteria Selection

bsi.
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Site Cost Hardware Telecomm- | Setup Time Location
Equipment unications

Cold Site Low None None Long Fixed

Warm Site Medium Partial Partial/Full Medium Fixed

Hot Site Medium/High | Full Full Short Fixed

Mobile Site High Dependent Dependent Dependent Not Fixed

Mirrored Site | High Full Full None Fixed
Cost ??
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UIRTNNTEULATAIHA allnsal
*vingeueun Service Level Agreement ( SLAS)
gia LAY way d15a9 wiaula

laim5aviia alnsal Nilatiann .....

Cost ?7
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Figure 2 — Recovery Strategy Budget Planning Template

Vendor [Hardware| Software Trawvell Laborf Testing Supply
Costs Costs Costs Shipping |Contractor| Costs Costs
Costs Costs
Lok Sita
W arm Sila
Haol Site
Altelals st g,

Mirrorad Sita

L ommarcial

nlarnal

Off-Hite Storage

= LAs

s larage

E xisting Usa

ipment Repla
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U3N192UY Na1AGAVANAY
« Off-site storage location (for

both the primary and alternate
sites)

* Cleaning and restoration
companies

» Software vendors
« Temporary personnel providers
* Office supply vendors

* Networking and telephone
providers

 Transportation and lodging
* Car rental agencies
* Couriers

L]
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* Bank

* Fire, police, hospitals, ambulance
service

* Civil Defense

* Post Office

* Regulatory agencies

* Power and utility companies

* Newspapers, radio and TV stations
» Contractors

* Real Estate Agencies

* Law Firms
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Form D Risk Mitigation

Form D
ANYTOWN COUNCIL - BUSINESS CONTINUITY MANAGEMENT
MITIGATION MEASURES

Department ... e Section [ Service ......o.cviveiiiieiii e e
Key Services Impact
Priority1 0 - 24 hours Analysis Risk Mitigation Measures
Score

DS l . Copyright © 2014 BSI. All rights reserved. 09/04/2014



Form D Risk Mitigation

Form D
ANYTOWN COUNCIL — BUSINESS CONTINUITY MANAGEMENT
MITIGATION MEASURES

Department ... Section [ SEerviCe ...
Key Services Impact
Priority 2 — Restored within 3 days Analysis Risk Mitigation Measures
Score
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Form D Risk Mitigation

FormD
ANYTOWN COUNCIL — BUSINESS CONTINUITY MANAGEMENT
MITIGATION MEASURES

Department ... e Section [ Service ... e
Key Services Impact
Priority 3 — Restored within 14 days Analysis Risk Mitigation Measures
Score
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Form E Continue / Recovery Option

Form E
ANYTOWN COUNCIL — BUSINESS CONTINUITY MANAGEMENT
CONTINUITY /| RECOVERY OFTIONS

Department ... Section [ Service ...,

Key Services
Priority 1 = 0 - 24 hours Continuity / Recovery Option
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Form E Continue / Recovery Option

FormE
ANYTOWN COUNCIL - BUSINESS CONTINUITY MANAGEMENT
CONTINUITY / RECOVERY OPTIONS
Department ... e Section [ Service ..o
Key Services
Priority 2 — Restored within 3 days Continuity / Recovery Option
BCM Guidance Anytown Council M
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« Facilities/Security

e Customer Service

e Human Resources

e Sales and Marketing

e Data Processing and
Operations

e Legal

e Telecommunications and
networks

e Data Entry

e Data Security

e Finance and purchasing
e Administration/Contracts

e Systems and Applications
programming

e Production Control

e Public Information Officer

e Community relations

e Upper management

e Line management

e Labor

e Engineering and

maintenance
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Non-Business-Interruption Test
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Business Interruption Testing
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Complexity Exercise Process Variants Good practice
frequency
Simple Desk check. Review/amendment of Updatefvalidation. At least annually.
content.
Challenge content of BCP. Auditiverification. Annually.
Medium Walk-through of plan. | Challenge content of BCP. Include interaction and Annually.
validate participants’
roles.
Simulation. Use “artificial’ situation to Incorporate associated Annually or fwice
validate that the BCP(s) plans. yearly.
contain both necessary and
sufficient information to
enable a successful recovery.
Exercise critical Invocation in a controlled Defined operations Annually or less.
activities. situation that does not from alternative site for
jeopardize business-as-usual a fixed time.
operation.
Complex Exercise full BCP, Building/campus/exclusion Annually or less.

including incident
managemeant.

zone-wide exercise.

bsi.
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Workaheet B — Sample Test Update and Problem Log

Description of Acton ltem: Action tem#

I &eam [FEs s ke

Descniption of Problem:

Liate RewvEmed: Ko Liay 1.

M Team Leader Signature:
Sl. Copyright © 2014 BSI. All ri




Worksheet 9 — Sample Test Plan

Test Type: Non-Business Interruption/Alternate Site Processing

Action Responsible Date/Time Notes

1. Confirm test schedule with alternate
|processing location

2. Arrange for transportation of staff,
tapes, documentation and supplies

3. Review tesling procedures and logistics
with the recovery team

4. Confirm arrival of staff, tapes,
|documentation and supplies

5. Review backup system configuration
with the Recovery Center Manager

6. Begin documenting exceptions on
problem log

7. Load operating and communication
[poftware

6. Run software installation verification job

8. Load critical applications

10. Test console terminal.

11. Print the predetermined reports.

12. Erase the critical data after all reports
|have been printed

13. Shut down recovery system

14. Arrange for the shipment of tapes,
documentation and supplies back to the
home office.

15. Complete the Test Evaluation

[ ]
bSl [Worksheet.
. Copyright © 2014 BSI. All

16. Review the test results with The

s s e i i T e it e ool s e e i g T e e




E[)ate:
Sample Test Evaluation Form Guideline

Ezt. Time = Estimated time to perform the action Actual Time = Time required to perform the action item.

X-Ref. = Cross reference to the Business Continuity Plan § = Successful U =Unsuccessful

Action =The action or procedure to be performed duringthetest Comments = 0Observations, notations and recommendations for
Person Responsible = Person responsible for performingthe action improvement.

L]
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Worksheet11 — Sample Test Record Cover Sheet

The purpose of this record is to provide an ongoing account of the number and types of
tests that have been performed. This record may be kept with the Business Continuity
Plan, or in a separate Test Manual that contains the detailed test plans and results for each

test.

Test Date Purpose of Test Comments

DS l . Copyright © 2014 BSI. All rights reserved. 09/04/2014



Suggested Schedule for Plan Review

Plan Section Responsibility Frequency

Overview, Objectives, Scope And Coordinator Annual
Assumptions

Distribution List Coordinator Quarterly
Testing Procedures Coordinator Annually
Emergency Actions Plan Coordinator Annually
Recovery Teams Coordinator, Quarterly

Team Leader/Manager

Vendors User Liaisons Coordinator | Quarterly
Vital Records User Liaisons Coordinator | Monthly
Equipment Inventory User Liaisons Coordinator | Quarterly
Communications User Liaisons Coordinator | Monthly
Critical Applications / Processes User Liaisons Coordinator | Monthly
Appendices Team Leaders / Manager | Quarterly

Coordinator




High Level Structure

PLAN DO CHECK ACT
4 Context of the | o . N . N N ; 9 Performance 10
organization CIELlE g|  CHETIG | I g | P and Evaluation Improvement
gfn ;j;erstandmg Management Actions to Operations of nggjrne?g’ent Nonconformity
—> organization —> commitment —>{ address risk . —>  Resources —>( planning and el et —> and corrective
. and opportunity control " action
and its context evaluation
SEERINES O BIA and risk Continual
—> interested —>{  BC policy —> BC objectives —> Competence —> assessment Internal audit —> improvement
parties
Legal and RS, Management
—> 9 —>| responsibilities —>  Awareness —>  BC strategy nag
regulatory " review
and authorities
Scope of Establish and
—>{ management —>| Communication —> implement BC
system procedures
> BCMS Documented —> tExetl_’usmg e
—>| information esting
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High Level Structure

PLAN DO CHECK ACT
4 Context of the | o . N . N N ; 9 Performance 10
organization CIELlE g|  CHETIG | I g | P and Evaluation Improvement
gfn ;j;erstandmg Management Actions to Operations of nggjrne?g’ent Nonconformity
—> organization —> commitment —>{ address risk . —>  Resources —>( planning and el et —> and corrective
. and opportunity control " action
and its context evaluation
SEERINES O BIA and risk Continual
—> interested —>{  BC policy —> BC objectives —> Competence —> assessment Internal audit —> improvement
parties
Legal and RS, Management
—> 9 —>| responsibilities —>  Awareness —>  BC strategy nag
regulatory " review
and authorities
Scope of Establish and
—>{ management —>| Communication —> implement BC
system procedures
> BCMS Documented —> tExetl_’usmg e
—>| information esting
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Eesitmnis Contisu ity Manageres for Small ard
Medars faped [rier pides

Business Continuity
Management for Small
and Medium Sized
Enterprises — How

to Survive and Major
Disaster or Failure

David Lacey

In recant years, mast large
organizations have developed
business continuity plens

to safeguard their business
operztions. This is not just in
response to regulatory compliance
demands, but 2lso becavse its 2
good business practice that can
improve the chances of dealing
with 2 disruption. Many small
companies hawve yet to catch up
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A Practical Approach
to Business

Impact Analysis —
Understanding the
Organization through
Business Continuity
Management

lan Charters

an effective business impact
anzlysis (BIA) is vitz| to the
success of any business continuity
plan. Done well, it ensures that
the strategies you putin place

are adequate to protect your
organization should an incident
disrupt its operations. This book
delivers 2 simple and practical
method for conducting 2 BIA

09/04/2014
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Business Continuity
Exercises and Tests —
Delivering Successful
Exercise Programmes
with 150 22301
(Second Edition)

Edited by Jim Preen

Business continuity managemeant
is 2ll about having inplece
effactive plans to ensure that
your business can continue to
meet its obligations in the face

of 2 disruption. An 2ppropriate
exarcise programme will enzbla
you o test your plans and give you
the confidence that they will work
should an incident occwr. Based
on the requirements set out in the
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Business Continuity
Communications —
Successful Incident
Communication
Planning with

ISO 22301 (Second
Edition)

Jirn Preen

Mo business continuity plan

iz complete without serious
consideration given o how and
what to communicate in the
avant of an incident or disruption.
This fully revised new edition
delivers extensive media and
communications expertise in

2 practical and easy-to-follow
format that will enable you to
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Business Continuity Management — Risk Management

Auditing Business Continuity
Management Plans

~—

Auditing Business
Continuity
Management Plans —
Assess and Improve
Your Performance
Against SO 22307
(Second Edition)

John Silltow

The role of audit is to assess and
evaluate the effectivenass of tha
activities and functions of an

mrmaniratice sasinct ctandscde
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Societsl security - Nisnevs continly

managammnt pyiterms — Reguirernents

BS I1ISO 22301:2012
and BS 1SO 22313:2012
Larminated Pocketbook

BS 150 22301 and BS |50 22313
set out the reguirements and
guidance respectively for setfing
up and managing an affectiva
Business Continuity Management
(BCM) systamm.

Ima handy pocket book size, this
wirobound, laminated edition
enzbles both of the international

BCM standards to be used together
nractically on site

09/04/2014
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Tha Risk
Management Universe

The Risk Management
Universe: A guided tour
(revised edition)

David Hillsor

This book brings together

leading experts from various risk
management fields to share key
insights into what makes their part
of the risk manageament univarsa
unique. Each contributor describes
currant best practice in their area
of axpertise, as well as outlining
areas for future development.
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Mhameging Rlskthe 15611000 Way

S ~

Managing Risk the
ISO 31000 Way

David Smith and Rob Politowski

This book has been written for thosa
managers wanting to introduce

2 system for risk management in

to their organization. It is based

on 150 31000, the intarmational
stzndard for risk management, and
proposas a framewock that can

be used by businesses of all sizes
and integrated within their existing
manzagement arrengements. Utilizing
nurmeraus case stedies, chacklists
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Table 1: Assumption of primary damage by earthquake

Case 1

Case 2

Case 3

Extent of

damage or loss

* Damage to airport.
fatalities and mjuries

* Large funds required to
restore facilities

» Large numbers of

stranded persons

+ Little damage to airport
facilities

+ Access to city cut

* Large numbers of stranded
persons

* Drop in annual passenger

figures

» Little damage to airport
facilities

* Damage to ports and harbors
* Depleted aviation fuel supply

capability

Key business
confinuation

points

* Emergency response
measures in the airport

+ Establishment of staff
first response system

+ Financial

countermeasures

+ Assist persons stranded by
lack of access to the city

+ Measures to counter
medium- to long-term

declines in user figures

+ Focus on maintaining

aviation fuel supplies

bsi.
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Table 2: Priority task selection criteria

Maintain Essential - - _
Ensure Customer Safety _ _ Local Contributions Maintain Business Management
Airport Functions
Tasks directly Essential tasks for Respond to needs of the | -Crisis mana gement program
concerned with the ensuring the operation local community -Risk finance assessment
lives and physical of aircraft
safety of customers
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